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• 10 Years in DFIR

• Principal IR Consultant @ BlackBerry

• SANS Instructor & Author

• FOR528: Ransomware for Incident Responders

• FOR610: Reverse Engineering Malware

• Lead Organizer for

• https://incidentresponse.training

• IRT Consulting LLC

https://for528.com/
https://incidentresponse.training/
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Agenda

The Ransomware Evolution

Ransomware Campaign Overview

Ransomware Infection Vectors (IVs)

How LE Can Help

Your Tasks, Should You Choose to Accept Them

Wrap-Up
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Ransomware Sucks

• These groups are persistent
• They DON’T CARE
• Their job is easy
• Our job is difficult
• They keep learning
• The royal “we”… don’t
• They win, because we falter
• #RansomwareSucks
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It All Began With…
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HUMOR à RaaS

• And then things got ugly

• Human-Operated Ransomware (HUMOR)
• Distribution through hands on keyboard
• Enables enterprise-wide distribution

• Ransomware-as-a-Service (RaaS)
• Enables anyone to become an affiliate
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Ransomware-as-a-
Service (RaaS)

• Core groups aren’t large
• You’ll be dealing with affiliates

• Intrusion Access Brokers (IABs)
• Pentesters
• Negotiators
• Money mules
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Active Affiliate Recruiting
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The Worst Becoming Worse!

Double extortion

Triple extortion
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Ransomware Teams Evolving

• Teams don’t die out easily
• Affiliates move between teams
• Too much heat == “quit”
• Quit == change name J
• TTPs often quite similar
• Darkweb intelligence services critical
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Infection 
Vectors
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RDP and Phishing Reign Supreme

• Remote Desktop Protocol (RDP) is often #1
• WHY?!  No seriously -- WHY?!
• RDP exposed to the Internet
• “We don’t have RDP open to the Internet.”

• Credential stuffing / spraying / brute-forcing
• Phishing is a %s game 
• It only takes ONE – Just one!

• Measures can be taken to minimize phishing effectiveness
• e.g. Users != admins
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Intrusion Access Brokers (IABs)

• Heavy reliance on Malware-as-a-Service (MaaS)
• Banking Trojans have evolved
• IcedId, Qbot, AzoRult, Hancitor (‘member Emotet?!)

• May work directly with affiliates
• We’re in! >> Your turn

• May work independently
• Often sell access
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Sale, Sale, Sale!!
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A Paradigm Shift

• Over the past 5-6 years
• TAs have become reliant on red teaming tools
• Open source frameworks have taken over
• Heavy reliance on LOLBAS
• “Dual Use” tools help avoid detection

• Cobalt Strike readily available to TAs

https://github.com/LOLBAS-Project/LOLBAS
https://thedfirreport.com/2021/08/29/cobalt-strike-a-defenders-guide/
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Attack Overview DEMO

• PYSA/Mespinoza Ransomware

https://thedfirreport.com/2020/11/23/pysa-mespinoza-ransomware/
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Conti Leak DEMO
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LE’s Role

• Often work with SMBs
• Identify the ransomware family/group
• Identify encrypted systems
• Identify data exfiltration (“exfil”)
• Identify the Infection Vector
• Consulting for system/network restoral
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The Outlook 
is Hazy
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A Matter of Evidence

•DISCUSSION:
•What can or do you gather?
•What can or do you analyze?

• How do you collect in bulk?
• How do you analyze in bulk?
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Artifacts of Interest

•NTFS artifacts
• $MFT
• $UsnJrnl:$J

•Windows Event Logs
• EVTX files (if not aggregated)

• Registry hives
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Collecting Artifacts

• Forensic imaging is slow
• Useful for finding deleted files

• Triage collection is key
• Triage collection frameworks:
• KAPE
• CyLR
• Kansa

• Triage data can be reviewed in EnCase / Axiom / X-Ways / etc.

https://github.com/EricZimmerman/KapeFiles
https://github.com/orlikoski/CyLR
https://github.com/davehull/Kansa
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Ingesting Artifacts at Scale

• log2timeline / Plaso
• Elasticsearch, Logstash, & Kibana (ELK)
• Timesketch

• See: SKADI
• Pro: Fantastic example of an ecosystem
• Con: Project has been archived by the owner
• (i.e. Don’t deploy and depend on this, rather learn from it)

https://github.com/orlikoski/Skadi
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Identifying Execution

• “Windows Forensic Analysis” 
poster
• Requires a free SANS login

https://www.sans.org/posters/windows-forensic-analysis/
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Identifying Encryption

• Ransomware announces itself
• File suffixes usually easy to identify
• Each family has its own suffixes
• Sometimes random

• Review service-related Event IDs
• Event IDs 7034-7036, 7040, 7045, 4697

• Review task-related Event IDs
• 4698
• 106, 140/1, 200/1
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Identifying Data Exfil

• $MFT and $UsnJrnl:$J extremely useful
• Search for archives created
• e.g. “.zip” and “.rar” archives

• Check for signs of rclone (inc. rclone.conf)
• Review firewall logs for cloud sharing sites
• ANYTHING not common/approved
• MEGA very common

• FileZilla & WinSCP
• PowerShell scripting (4103/4104 logs, if available)
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Identifying the IV

• Timeline creation critical
• Compromised accounts lead to initial host(s)

• Review email security gateway logs
• Review Trusted Documents
• Remote Desktop Protocol Event IDs
• 4624/5
• 4778/9
• 1149
• 21-25

https://www.bleepingcomputer.com/news/security/windows-registry-helps-find-malicious-docs-behind-infections/
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The Road to Recovery

• Any machine impacted should be rebuilt

• Are backups available?
• Are backups available prior to infection date?
• Use backups taken well before the infection date

• User machines should be rebuilt if possible
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Final Thoughts

• Ransomware isn’t “sophisticated”
• Group TTPs are well-known
• Attacks often successful due to poor security posture
• LE will encounter low visibility
• Making the best of your visibility == success

• The more public + private sector work together, the better!
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Questions / Comments

• I’d love to hear from YOU!
• Twitter: @rj_chap
• LinkedIn: linkedin.com/in/ryanjchapman

• Questions / Comments?

https://twitter.com/rj_chap
https://www.linkedin.com/in/ryanjchapman/

